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Good Morning 
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Welcome to Resilience Week 2015 ! 
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• 890 square miles 

• 111 miles of electrical 
transmission and distribution 
lines 

• Multiple grid control centers 
& substations 

• 579 buildings  

• 177 miles of paved roads  

• 14 miles of railroad lines 

•  3 reactors 

•  Mass transit system 

•  Security 

•  Museum 

•  300 metric tons of used fuel 

•  Educational and research 
partnerships – CAES 

•  2 Moose 

•  Craig Rieger 
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Dependency 

Reliance on 
the functionality provided by 
some other external component 
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Interdependency 

A mutual dependence, 
connection or correlation 
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Vulnerability  

The inability of people, 
organizations, systems and 
societies to withstand adverse 
impacts from multiple 
stressors to which they are 
exposed 
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Resilience 

The mental ability to recover quickly 
from depression, illness or misfortune 

The physical property of material that can 
resume its shape after being 
stretched or deformed; elasticity 

The positive ability of a system or 
organization to adapt itself to the 
consequences of a catastrophic failure 
caused by power outage, a fire, a bomb or 
similar 
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Resilience (Rieger*) 

A resilient control system is one that 
maintains state awareness and an accepted 
level of operational normalcy in response to 
disturbances, including threats of an 
unexpected and malicious nature. 

* Wikipedia on “Resilient Control Systems” 
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Dependency vs. Vulnerability 
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physical infrastructure 
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cyber and 
automation systems 
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infrastructure systems 
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weather 
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space weather 
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environment 
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30 climate and weather 
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31 physical attack 
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suppliers and supply chain 
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bonus: earth 
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Exercise and 
Exercises 
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future capabilities = 

more dependencies +  

more vulnerabilities 
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let’s be ready 
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thanks & 
enjoy the conference 

andrew.bochman@inl.gov          @andybochman 


