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YESTERDAY:  Legacy Electrical Grid 
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TODAY: Smart Grid 

F U N C T I O N A L I T Y   &    E F F I C I E N C Y 

O P E R A T I O N A L    R I S K 

Legacy Electrical Grid 

Modern Smart Grid 
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Challenge from the White House 
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Challenge: 
Develop capabilities to manage dynamic threats 
and understand cybersecurity posture of the grid 



Strong Sponsorship & Collaboration 

• White House initiative 
 

• Led by Department of Energy 
 
• In partnership with DHS 

 
• In collaboration with energy 

sector asset owners and 
operators 
 

• SEI model architect 
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The Approach: Maturity Model 

• An organized way to convey a path of 
experience, wisdom, perfection, or 
acculturation. 

 

A Maturity Progression for 
Authentication 

Three-factor authentication 

Two-factor authentication 

Addition of changing every 60 days 

Use of strong passwords 

Use of simple passwords` 6 



Cybersecurity Capability Maturity Model 
(C2M2) Architecture 

A Maturity 
Model 

Domains 
(a.k.a. Process Areas) 

Scaling 

Diagnostic Methodology 
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Domains that C2M2 Examines 

Cybersecurity 

Program 

Management 

Workforce 

Management 

Supply Chain and 

External 

Dependencies 

Management 

Event and Incident 

Response, 

Continuity of 

Operations 

Information 

Sharing and 

Communications 

Situational 

Awareness 

Threat and 

Vulnerability 

Management 

Identity and 

Access 

Management 

Asset, Change, 

and Configuration 

Management 

Risk Management  

Domains are logical groupings of cybersecurity practices 
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C2M2 Structure 

3 Managed 

2 Performed 

1 Initiated 

0 Not Performed 
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10 Model Domains: Logical groupings of cybersecurity practices 
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4 Maturity Indicator Levels: 
Defined progressions of 
practices 
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C2M2 Structure 

3 Managed 

2 Performed 

1 Initiated 

0 Not Performed 
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10 Model Domains: Logical groupings of cybersecurity practices 
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4 Maturity Indicator Levels: 
Defined progressions of 
practices 

Each cell contains the defining 
practices for the domain at 
that maturity indicator level 
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Using C2M2 

Get model & tool 

Perform evaluation 

Analyze identified 
gaps 

Prioritize and plan 

Implement 
improvements 
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• The C2M2 models are 
supported by a survey-based 
self-evaluation 

C2M2 Self-Evaluation 
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C2M2 Sample Summary Score 

MIL 
Rating 1 0 2 3 3 3 3 1 2 0 
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A Family of Cybersecurity Maturity Models 

ES-C2M2 ONG-C2M2 Others… 
(e.g., ITS, H2O) 
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Enabling Consistent Applicability to Complex Organizations  

C2M2 

(Core Model) 
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http://energy.gov/oe/services/cybersecurity/cybersecurity-capability-maturity-model-c2m2-program 


