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YESTERDAY: Legacy Electrical Grid
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TODAY: Smart Grid
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Modern Smart Grid
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Challenge from the White House

the WHITE HOUSE presIpENT BARACK 0BAMA

BLOG PHOTOS & VIDEO BRIEFING ROOM ISSUES the ADMINISTRATION e
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The White House Blog

Protecting the Nation’s Electric Grid frofm Cyber Threats

Protecting the electric system from cyber threats and ensuring its resilience are vital to
our national secunty and economic well-being. This 15 exactly why cybersecurity is one

of four key themes in the White House's Policy Framewaork for a 217 Century Grid. For
obvious reasons, the private sector shares our interest in a safe and secure electric grid.
The Administration has benefited from working closely with industry, including to develop
the Roadmap to Achieve Energy Delivery Systems Cybersecurity, released by the
Department of Energy last September.

Howard A. Schmidt
January 09, 2012

03:58 PM EDT

To continue that close cooperation, last week Deputy Secretary of Energy Dan Poneman
and |, along with senior officials from Department of Homeland Security, hosted industry
leaders to discuss a new initiative to further protect the electric grid from cyber risks. This
jitigtive -kl galrc Si beggacurity Risk Maft ot — |5 a nevgadlhde

Share This Post

Develop capabilities to manage dynamic threats

Challenge: and understand cybersecurity posture of the grid




Strong Sponsorship & Collaboration

White House initiative

Led by Department of Energy

In partnership with DHS

In collaboration with energy
sector asset owners and
operators
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The Approach: Maturity Model

* An organized way to convey a path of
experience, wisdom, perfection, or
acculturation.

A Maturity Progression for
Authentication

Three-factor authentication N

Two-factor authentication

Addition of changing every 60 days

Use of strong passwords

;Use of simple passwords’




Cybersecurity Capability Maturity Model
(C2M2) Architecture

Domains
(a.k.a. Process Areas)

A Maturity

Model Scaling

Diagnhostic Methodology




Domains that C2M2 Examines

Asset, Change, |dentity and
Risk Management @ and Configuration Access
Management Management

: Event and Incident
: : Information
Situational Response,

Awareness Sharmg aqd Continuity of
Communications :
Operations

Cybersecurity
Program
Management

Workforce
Management

Threat and
Vulnerability
Management

Supply Chain and
External
Dependencies
Management

Domains are logical groupings of cybersecurity practices




C2M2 Structure

4 Maturity Indicator Levels:
Defined progressions of
practices
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10 Model Domains: Logical groupings of cybersecurity practices
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Using C2M2

Get model & tool

Implement
improvements

Prioritize and plan

Perform evaluation

Analyze identified

gaps
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C2M2 Self-Evaluation

e The C2M2 models are
supported by a survey-based
self-evaluation




C2M2 Sample Summary Score
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A Family of Cybersecurity Maturity Models
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Enabling Consistent Applicability to Complex Organizations




http://energy.gov/oe/services/cybersecurity/cybersecurity-capability-maturity-model-c2m2-program

' ENERGY.GOV

Office of Electricity Delivery & Energy Reliability

SERVICES INFORMATION CENTER MISSION ABOUT US OFFICES >

Home » Services » Cybersecurity » Cybersecurity Capability Maturity Model (C2M2) Program

CYBERSECURITY CAPABILITY MATURITY MODEL (C2M2) PROGRAM
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The Cybersecurity Capability Maturity Model (C2M2) program is a public-private
partnership effort that was established as a result of the Administration’s efforts to
improve electricity subsector cybersecurity capabilities, and to understand the
cybersecurity posture of the grid. The C2M2 helps organizations—regardless of
size, type, or industry—evaluate, prioritize, and improve their own cybersecurity

RELATED LINKS

Executive Order (EO) 13636 “Improving

Critical Infrastructure Cybersecurity”

NIST Framework

Use of the NIST Cybersecurity Framework
& DOE C2M2

Cybersecurity Capability Maturity Model
(C2M2) Program

C2M2 Model

Electricity Subsector C2M2 Model

Podcast - Electricity Subsector C2M2
Model

Oil and Natural Gas Subsector C2M2
Model



