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Resilience

Wy -

= EO 13636 and PPD-21

= NIPP 2013



Resilience

Consequences




Wy, ars

Ability of an entity (e.g., asset, organization, community,
region) to anticipate, resist, absorb, respond to, adapt to,
and recover from a disturbance

(Carlson et al., 2012)
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Resilience Components

Equilibrium Event Previous / New Equilibrium
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(Carlson et al., 2012)



Resilience Soft and Hard Aspects

Today’s Homeland Security

Mission Space g |
Resilience

Soft Aspect (Citizens)

::’..wdm and communitiss
« Adopt and maintain a planning mindset with
regardto terrorism and major disasters.

Prevention Protection
Activities Activities
6.0 Robust public
communications systems
enhances levels of
citizen preparednsss and
Improves capabiiity for
positive response.

Hard Aspect
(Institutions and Infrastructure)

Includes capacities of governments, organizations

and systems to:

+ Maintain structure and functions In face of
Internallexternal change.

+ Recover quickly from disturbanceiiamags.

+ Degrads gracefully when It is unavoidabis.

+ Remedats swiftly damage to critical nodes and
patnways.

+ Shift rapidly key resource production/ generation
from degradad to viable alternative sources.

+ Learn and adapt accordingly.

Response & Recovery
Activities
6. Spontansous
voluntesrism, resources, &
support from falth-based and
civic organizations frees up
resources that can be applled
to consequence mitigation for
critical infrastructure.

(Homeland Security Studies & Analysis Institute, 2009)



Regional Resilience Framework

Scope of analysis drives sites K ﬁ
assessments and subsystems analysis ,’, W

Urban Area

’ Supply Chain
Flexible framework to ,", Mega Region
address new types of ¢ International
{4 Scenario Based
assessments ’

New assessment ,f,f Visualization  Information Sharing/Communications
methods and /¢
. ‘7 . .
analysis tools y z/ Sites Selection \
Assessment
New CI\III| Critical Supply Cha!m/ Governance
Society Infrastructure | Dependencies
products
Analysis Tools
................... TCMISEDIT e
*PPI | - DI I «ESsCl
* Socio- *RMI  .CAPTA .
‘ . ! | «SupplyChain | +COOP/COG
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b/ Indicators | *EPFast « Restore | odeling I eview
/ Resilience Assessment Options, Implementation Aids, and Products

(Carlson et al., 2012)



Regional Resilience Model

. : Critical
Civil Society Infrastructure Dependency

Governance

Public Emergency Resilience Continuity of

Dependency
Assessment

Preparedness Services Measurement
Index Sector Index Index

Operations
Index




Public Preparedness Index

= Measures programs and resources offered by communities
to prepare citizens:
— Public education programs on disasters
— Public information
— Public health programs
— Health care
- Community engagement
— Warning/notification systems
— Evacuation resources

— Community shelters

= Captures programs, plans, and resources that communities
provide to their citizens to increase personal preparedness



Emergency Services Sector Capability Index

Major Components and Subcomponents

a. Emergency Medical Services f. Hazardous Materials Response
b. Law Enforcement g. 911/Dispatch

c. Fire Services h. Emergency Management

d. Search and Rescue I.  Coordinating Council/Committee
e. Explosive Threat Response

Overall Emergency Services Sector Capabilities Index
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Resilience Measurement Index

Preparedness Mitigation Measures
—— Awareness — Mlitigating Construction
——Planning —— Alternate Site

—— Resources Mitigation Measures

Response Capabilities Recovery Mechanisms
—— Qnsite Capabilities —— Restoration Agreements
—— Offsite Capabilities ——Recovery Time

Incident Management and Command

Center Characteristics



Critical Infrastructure Resilience Dashboard
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1. Electric Power Impact Prevention n

Is external electric power required for Facility core operations (e.g., produce key services/goods)? | |No ﬁ‘f’eﬁ

3. Resources Mitigation Measures

Are there external or internal regulations/ policies

Does the facility have an alternate or backup that can be
that mandate the facdility shut down after loss of
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used in case of loss of external source?
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Continuity of Operations Index

= Plan that details how essential functions of an organization will be
handled during any emergency or situation that may disrupt normal
operations, leaving office facilities damaged or inaccessible.

= Objectives

— Ensuring the continuous performance of an agency’s essential
functions/operations during an emergency;

— Protecting essential facilities, equipment, records, and other assets;
— Reducing or mitigating disruptions to operations;
— Reducing loss of life, minimizing damage and losses; and

— Achieving a timely and orderly recovery from an emergency and
resumption of full service to customers.
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Summary

WHY

= NIPP2013, PPD-21, and important risk management component
WHAT

= Soft and hard aspects

= Several subsystems to be considered — Critical Infrastructure Sectors are
one of them

HOW

= Combining soft and hard aspects of resilience

= Regional Resilience Framework combining tools and indices

15




