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What do you see here? 
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Look Again! 
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A tree under operational stress, 

 while achieving its business mission. 



Operational Resilience 
 

 

The emergent property of an entity 

– that can continue to carry out its 
mission in the presence of 
operational stress and disruption 
that does not exceed its limit 
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An Analogy:  Health 

• Is there a place that you 
can purchase health? 

• Is there a place where 
health is manufactured? 

• How do you become 
healthy? 

Health & Resilience:  They are both emergent properties. 
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CERT Resilience Management Model 

“…an extensive super-

set of the things an 

organization could do to 

be more resilient.” 

 —CERT-RMM adopter 

Framework for managing and 
improving operational resilience 

http://www.cert.org/resilience/  
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Operational Stress on USPS?  
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Operational Stress – White Powder Incidents 
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Operational Risk:   Safety & Availability of People Assets 



Operational Stress – Fraudulent Postage 

• Short pay 
• Reused 
• Photoshopped 
• Counterfeit 
• Photocopied 
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Operational Risk:   Operational Inefficiencies; Revenue Assurance 



Operational Stress – Natural Disasters 
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Operational Risk:   Service Availability; Business Continuity 



Operational Stress  
November 2010 
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Operational Risk: Safety and Security of Air Transportation 



Operational Stress - October 2013 
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Operational Risk:   Cybersecurity; Information & Technology Assets 



Successful Applications of RMM at USPS 
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• Export control screening 

• New product security 

• Measuring and monitoring risks 
associated with revenue and fraud  

• Physical security 

• Aviation screening for international mail 

• Improved processes for investigative 
response to network security incidents 

• Mail induction, revenue assurance, and 
international mail transportation 

 



Application of CERT-RMM … 
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More Details 
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resources.sei.cmu.edu/library/asset-view.cfm?assetID=77277 
resources.sei.cmu.edu/library/asset-view.cfm?assetID=77265 
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